S SEROSEP

Data Protection Agreement

Customer of Serosep
This Agreement is made between:

Serosep’s Customer "Customer" as defined and Serosep Limited of Annacotty Business Park, Annacotty, Limerick, Ireland V94
FF83 “Serosep”. Customer and Serosep are referred to as the "Parties".

Unless otherwise expressly agreed, Customer is a Controller of personal data and Serosep is a Processor of personal data
that is the subject matter of the Service being provided.

Definitions:
Customer: Refers to any individual or entity that engages in business with Serosep, including any person or organization
that receives, uses, or purchases products, services, or solutions provided by Serosep or their affiliates.
Affiliate: Refers to any entity that, directly or indirectly, controls, is controlled by, or is under common control with
Serosep. "Control" means ownership or control, directly or indirectly, of more than 50% of the voting interests of the
subject entity, or any entity within the corporate group under common ownership by the same parent company as
Serosep.
Services: Refers the suite of products, solutions, and support offered by Serosep and its Affiliates, including but not limited
to:
e Diagnostic Tests: Manufacture, supply, and delivery of laboratory diagnostic tests, reagents, and consumables.
e Laboratory Consumables and Medical Equipment: Provision of consumable laboratory supplies and specialised
medical equipment.
e  Customer and Technical Support: Comprehensive customer support services, including technical troubleshooting
and remote assistance.
e Engineering Support: Preventative maintenance, breakdown repair, and engineering support for equipment
supplied by Serosep.
e Sales Support: Assistance with product selection, purchase inquiries, and ongoing account management.

These Services encompass all activities reasonably necessary to support the operation, maintenance, and optimisation of
Serosep’s diagnostic products and solutions for the Customer.

Whereas;
a. Customer is appointing Serosep to provide services as defined above "Services"

b. Serosep may be provided with access to and may process among others the following categories of personal data
while providing the Services; Name, email, phone number, etc. These categories of personal data may include
Special data. Serosep will also have access to the personal data of Customer staff or representatives. This
personal data is collectively referred to as "Data" or "Personal Data"

c. Customer is a Controller of the Personal Data. Where Customer is acting as a Processor for another party, and
Serosep provides services that are part of such Processing activity, Serosep is a sub-contractor for that purpose

GDPR and Irish Law require a Controller to have a documented agreement to govern the processing of Data with any
organisation which processes Personal Data on its behalf. The Parties wish to enter into this Agreement to comply with
law and all applicable guidance and codes of practice issued under these Authorities. The terms "personal data”,

“processing”, “processor”, “controller”, “data subject” and “data breach”, shall have the meanings given to them in the
Data Protection Legislation;
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The Parties Agree;
The following terms shall govern the processing of personal data by Serosep in the course of providing the Services and
any other Services agreed between the parties:

1.

3.

Data means all Personal Data provided or disclosed by Customer to Serosep or otherwise obtained by Serosep in the
course of providing Services, including special Data where applicable. All Data is subject to the terms of this Agreement.

Serosep in particular shall not retain or further process Data for a purpose that is inconsistent with the scope of the
Service purchased by Customer, without prior written agreement of Customer.

To the extent that Customer instructs Serosep to processes Personal Data in the course of providing the Services,
Serosep acknowledges and agrees that it shall:

(a) only process Data in accordance with instructions received from Customer from time to time;

(b) always delete data in accordance with instructions provided by Customer;

(c) Where Serosep is using its own systems, implement such technical and organisational security measures to guard
against the loss, destruction, corruption or alteration of personal data as are required to safeguard the Data from
unauthorised or unlawful processing or accidental loss, alteration, disclosure, destruction or damage and
implement appropriate measures to ensure a level of security in accordance with the requirements of the GDPR
and Irish law;

(d) be responsible for and ensure that its employees, agents and/or sub-contractors who have access to Data shall;

I have written agreements in place with Serosep prior to being provided with access to the Data and

Il be aware of their responsibilities under GDPR and Irish Law and observe Serosep’s obligations under this
Agreement with regard to the protection of personal data;

(e) not sub-contract to any third party any of its obligations to process Data on behalf of the Customer unless both of
the following provisions of this clause have first been complied with:

l. it enters into a written agreement with the sub-processor which imposes data protection conditions on
the sub-processor that are equivalent to and no less onerous than those imposed under this Agreement
and

Il it has informed Customer and provided Customer with an opportunity to object;

(f) provide all necessary assistance to Customer to ensure compliance with the provisions of Articles 32 to 36
(security of personal data) of the GDPR and/or any legislative requirements or any guidance issued by the Irish
Data Protection Commissioner;

(g) inthe event of a data breach, notify Customer as soon as is practical, but no later than 6 hours after Serosep

becomes aware of any actual or suspected breach. Notification by Serosep of an actual or suspected breach,
irrespective of the language user, shall not be construed as an acknowledgement of fault or liability by Serosep
with respect to that breach incident;

(h) on demand, provide Customer with a list of sub processors that process Customer data and where such
processing is outside of the EEA, identify the location of such processing;
(i) provide Customer, at Customers cost, with full co-operation and assistance in relation to any complaint or
request made in respect of any Personal Data, including by:
i providing Customer with full details required to respond to the event,
ii. complying with a data access request within the relevant timescales set out in the GDPR and Irish law,
and in accordance with Customer's instructions and
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(a)

(b)

(c)

10.

11.

12.

13.

iii. providing Customer with any Data that Serosep holds in relation to a data subject making a complaint or
request within the reasonable timescales required by Customer,
iv. providing Customer with a list of all Cookies that Serosep systems may place of Customer or end
customer systems in the course of provision of the Services;
(j) inform Customer immediately of the details of any data protection related enquiry, complaint or communication
relating to Customer's Data that Serosep or it's sub processors may receive.

Customer acknowledges and agrees that it shall;

provide Serosep with documented instruction of the processing to be provided as part of the Service. Where Customer's
instruction is not provided in writing, or is general in nature, and Serosep provides the Service in line with the general
instruction of Customer, Customer shall hold Serosep harmless for actions taken to provide the Service on Customers
behalf;

indemnify Serosep against any harm as a result of processing under the instruction of Customer and in particular any
liability that may arise due to a regulatory or legal challenge;

pay Serosep at the prevailing rate for any support that Serosep is asked to provide to Customer to fulfil Customer's
obligations under the GDPR, Irish data protection law, or in defence of a regulatory or legal challenge.

Customer warrants that the personal data of Customer staff, sub-contractors or representatives that may be provided
by Customer to Serosep in the course of the delivery of Services has been obtained legitimately for this purpose, and
that such persons have been made aware of the transfer and of their rights.
Serosep shall not process Data in the course of the performance of this agreement in a manner that Serosep could be
considered a Controller of the Data other than;

a. forthe administration of the delivery of the Service;

b. inthe context of a statutory of legal obligation (e.g. lawful access by a state authority) or,

c. where such processing is agreed between the parties in writing.

Nothing in this agreement creates a status of a joint controller arrangement between the Parties.

Each Party shall provide to the other Party information in relation to the processing of the Data as the other party may
reasonably request in order for the requesting party to comply with regulatory obligations.

This is a free standing Agreement between the Parities and is not dependent upon associated contracts of supply.

Where Customer has agreed to data protection terms with Serosep and such terms conflict with this agreement, the
terms of this agreement shall take precedence.

Any part of this agreement that is considered unenforceable by a court of law is severable.
This Agreement is governed by Irish law. The Parties agree to the jurisdiction of the courts of Ireland.

This Agreement will remain effective for the duration of the provision of the Services and until the data is deleted in
full, or until it is replaced or amended in writing by the Parties.
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